Yield for SHIELD:
Getting Compliant by March 2020
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Founded in 1856, Harris Beach and its
subsidiaries provide a full range of legal
and professional services for clients across
New York state, as well as nationally and
internationally.

Harris Beach is among the country’s top
law firms according to The National Law
Journal and ranks as a BTI Elite law firm
based on in-depth interviews of more than
600 corporate counsel at the world's
largest and most influential companies.

Principal industries Harris Beach represents
include education, energy, financial, food
and beverage, health care, insurance,
manufacturing, medical and life sciences,
real estate developers, science and
technology, veterinary medicine, and state
and local governments and authorities.
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Simplifying Compliance, Reducing Risk

Mission: Simplify the process
and reduce the cost of
regulatory compliance

Delivers regulatory analysis
generated by cybersecurity and
data privacy lawyers

Provides custom policy
documents and defines
procedures organizations need
to ensure compliance with
information security and data
privacy regulations
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We do technology best, so you
can business better.

Security
IT Consulting
Managed Services
Cloud & Virtualization



Today’s Presenters

Alan Winchester Michael Compisi Michael Montagliano
Leader, Cybersecurity President and General Chief Technology Officer
Protection & Response Manager Va4

Practice Group
Harris Beach, PLLC
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Agenda

« The Need for SHIELD

« Important Deadlines & Applicability

« Systems Categorization & Boundaries

e SHIELD Act Details

 Security Program Considerations

« Developing, Managing & Monitoring Controls
« Q&A

HARRIS BEACH ¥ LU
ATTORNEYS AT LAW Vas" (‘;‘g,g&rq‘.lgg

Discover True Engagement



The Need for
SHIELD




The Need for NYS SHIELD Act

(Stop Hacks and Improve Electronic Data Security)

Digital Transformation

94% of all enterprises use cloud,
in some form, today

In 2019- 36% of companies have
moved application software to
the cloud, 13% have shifted
infrastructure

83% of enterprise workloads will
be in either public cloud, private
cloud or hybrid cloud by 2020
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New York's data breach notification law needs to

be updated to keep pace with current technology.

Threat Landscape

o

Hackers leveraging Artificial
Intelligence, Machine Learning,
and Big Data Analytics

Leading to new capabilities;
Shapeshifter malware, Search
Engine Optimization and
Account Takeover Attacks

242% increase in vulnerabilities
in the past 4 years
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Cyber Crime Economics
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Annual global losses from cyber
attacks expected to hit $6 trillion
by 2021

Average cost of stolen public
record up 4.8% from 2018 to
$148

Average total cost of a data
breach is $3.86 million, up 6.4%
from 2018



The Need for NYS SH

Justification

New York also needs to join the increasing number of states that
require reasonable data security protections, without imposing
duplicate obligations on those already subject to other federal or New
York State data security regulations and without imposing excessive
costs on small business.

As of May 2019, 25 states have laws that address data security
practices of private sector entities.

By August, LegiScan database reveals that hundreds of bills that
address privacy, cybersecurity and data breaches are pending
across the 50 states, territories and the District of Columbia.
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ELD Act

Applies to business only

Applies to government only
" (statewide)

I Applies to both govt. & business

No law

Applies to business on ly TN

Applies to government only
" [statewide)

Applies to both govt. & business

No law




Important Deadlines
& Applicability




Important Deadlines

October 2019 Requirements March 2020 Requirements

Expanded Definition of Personal Data Companies Must Implement Reasonabale
: : Administrative, Techcnical and Physical
Biometric data Safeguards
Financial information combined with other New Fines for Non-Compliance

information to potentially allow access

Email and password

Expanded Definition of What a Breach Is

Increased Fines for Violations

General Business Law $§ 899-aa 899-bb and State Technology Law § 208
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Types of Information: Applicability

Unencrypted, non-publicly available data

Private Information
Social Security Numbers
Driver’s license; non-driver identification card

Account number, credit, or debit card number in

combination with other identifiable data-i.e.
mother’s maiden name

Username or email address in combination with a

password or security question
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Personal Information

Biometric information:
* Fingerprint
* Voice print
* Retina or iris image
* And other unique physical or
digital representation




Definition of a Breach

Rather than “data breach,” the SHIELD Act uses
the term “breach of the security of the system”

Prior versions of the law defined a breach as the
unauthorized acquisition of private information.

The SHIELD Act expands the definition of a breach to
include any unauthorized access to private and/or
personal information.

* Meaning, any unauthorized viewing of private and/or
personal information would be considered a breach
and need to be reported to the Attorney General, even
if there is no evidence that the data was extracted.
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Things to Consider: Where’s My Stuff!?

41%
of companies
have 1,000+
sensitive files left
unprotected




Things to Consider: System Categorization & Boundaries
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File App Database Patch\AV EMR RDS Web Server Workstations
Server Server Cluster CIuster

 FPs199 TS HIGH

The loss of confidentiality
could be expected to have a

The loss of confidentiality could The loss of confidentiality could be

Confidentiality be expected to have a limited expected to have a adverse severe or catastrobhic
adverse effect effect P
adverse effect
. The loss of integrity could be The loss of integrity could be The loss of integrity could be
|nteg r|ty expected to have a limited expected to have a adverse expected to have a severe or
adverse effect effect catastrophic adverse
. - The loss of availability could be The loss of availability could be The loss of availability could be
Ava||ab|||ty expected to have a limited expected to have a adverse expected to have a severe or
adverse effect effect catastrophic adverse effect
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Scoping Options

Option One: Apply Controls to Everything
All systems and all network segments are covered as all controls are considered “"Common Controls”

Benefits: Challenges:

» Eliminates need for categorization (data or » Doesn’t consider network segmentation access
system) since all controls apply to all control or lateral movement protections
systems\data « Adds complexity to access control

 Reduces the number of transport data flow configuration
paths and storage platforms * Increases the number of systems that require

logging for breach detection

 Expands the attack surface and increases
boundaries for prevent, detect, and response
technical capabilities

* Increase administrative overhead and cost.
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Scoping Options

Option Two: Apply Controls Based on Categorization Level

Controls are applied based on system\data classification (High, , Low)
Benefits: Challenges:
 Granular approach to control assignment based  Adds layer to access control configuration
on system criticality  Additional hardware (firewall) may be required

» Network segmentation provides clear logical
and physical separation of regulated data and
provides additional protection during malware
outbreak

* Explicit deny and access control rules between
regulated data and business network (layer 7
firewall filtering)

» Allows for prioritization of response to alerts
from analytic tools

« Reduces the attack surface for requlated
information

» Reduces cost

HARRIS BEACH 2 %
ATTORNEYS AT LAW “ .’ gge)lTrQ,'lg

Discover True Engagement



SHIELD Act Overview




Organizations Subject To SHIELD

Holding of private data of New York
state residents

» Applies to ANY person or business that
owns or licenses computerized data,

including a New York resident’s private
information

* Applies to both regulated companies
and unregulated companies, but in
different ways
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When & How To Report A Breach

In the case of inadvertent, access by an authorized user, determine
if the breach poses a risk to the data subjects

* |f more than 500 residents are affected and the determination was no risk
keep that analysis for 5 years ( 2.(a))

If a risk, all organizations must do the following:

1. Notify the state attorney general, state police and secretary of state of
the event

2. Notify credit reporting companies if more than 5,000 residents affected

3. Notify affected residents (unless superseded by other regulations)

Other cybersecurity regulations (HIPAA, DFS, GLBA, ...)

* Notify customers according to those regulations
« Still must notify the state

Notice applicability (899-aa)
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Small Business Standarad

Small business standard:

» Fewer than 50 employees;
* Less than $3M in gross revenue for past three fiscal years; or
* Less than $5M in year end total assets.

Requirements:

* “reasonable administrative, technical and physical safeguards that are appropriate for the size and
complexity of the small business, the nature and scope of ...[its] activities, and the sensitivity of the
personal information ...[it] collects.”

* Dispose of personal information reasonably soon after it is no longer needed using technology so
it can no longer be read or reconstructed.

Safeguards Applicability (899-bb)
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Safeguards Applicability (g99-bb(2)(b))

Administrative
Safeguards:

Technical
Safeguards:

Physical
Safeguards
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Appoint CISO

Identify internal and external risks

Assess sufficiency of safeguards

Assess risk in network and software

design

Assess risk in information processing,

transmission and storage

Assess risks of information storage

and disposal

Detect, prevent and respond to

intrusions
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Train and manage employees on practices

Select qualified service providers and have
contractual obligations to adhere to safeqguards

Adjust program to changing business or
circumstances

Detect, prevent and respond to attacks or
failures

Test effectiveness of key controls, systems and
procedures

Protect against unauthorized access to or use of
private information for all processing activities



Fines & Penalties

No private right of action......

Failure to notify

Increase of fine to $5,000 or $20 per failed notice
with a new ceiling of $250,000

Failure to reasonably protect the data

Subject to enforcement by NYS attorney general
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Security Program
Considerations




How Much Security is Enough?

Regulatory Responsibility vs. Holistic Security

* Shield Act has 14 high-level requirements unlike CIS 20
Critical Controls with 20 Control Families and 172 sub-
controls or NIST 800-53 with 900 plus

 Consider it a starting point and an opportunity if new to
regulatory compliance

 Cross-walk any current regulatory requirements to
SHIELD Act to determine what is already in place and
where the deltas exist

* All business, enterprise and SMB, are at risk. Determine
your organizations risk tolerance and align controls to
mitigate that risk

" LARRIS BEACH ¥ &% ;
ATTORNEYS AT LAw "” gqgml;r;qczclp

Discaver True Engagement” Sirp

43%

O,

14%

G

56%

2\

94%

C

of cyber attacks target small
businesses

"Only 14% of SMBs rate their ability to
mitigate cyber risks, vulnerabilities and
attacks as highly effective.”

— Small Business Trends

“IT decision-makers on security
budgeting and planning found that
more than half (56%) had experienced
a significant security event - a breach,
intrusion, or malware infection - in the
past year, and 94% admit they have
further to go to implement effective
security practices.”

— Cisco Survey



Things to Consider: Security Spending Model

Information Security

Average IT budget is 2.7% of Revenue analysts in the
IBM recommends 13.7% of IT budget allocated to cybersecurity FOEESIED s gl
pull in a mean wage of

$93,160

IT Budget as % of Revenue | Security Budget as % of IT Budget

$100,000,000 $2,700,000 $369,900
$50,000,000 $1,350,000 $184,950
$20,000,000 $540,000 $73,980
$3,000,000 $81,000 $11,097
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Developing, Managing
& Monitoring Controls
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How to Determine the Appropriate Safeguards?

NY SHIELD 23 NYCRR

GLBA HIPAA

REQUIREMENTS
PROCEDURES AND PROCESSES

Namlﬁ[of <+’ SA CA

Standards and Technology

U.S. Department of Commerce C OBIT@

/‘ Center for
C I S Internet Security”
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CyMetric: Support for Your Efforts

Assess
Risk

Define Regulatory
Requirements

Requirements

Track Progress PrE:;Isdses
Audit and . Processes
Document Cymet gle Procedures
Assess Compliance Implement
Program Processes

Generate
Policy Documents

Update/Evolve
Policy k ‘
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<ol Urione 1V4 Support for Your Efforts

GRC (Governance, Risk,
and Compliance) MITS

Data Discovery and Classification:
Automated data classification and J

tagging
Security Control Gap Analysis J

Plan1 Plan2 Plan3

Plan of Action\Milestone (POAM)
Development

System Security Plan (SSP) .
Development

Management of POAM Execution J

On-going Maintenance of SSP,
Change Management, Auditing
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Security MITS

Vulnerability Management

Security Awareness Training Program
(Semi-Annual Phishing)

Office 365 Email Protection

Office 365 Secure Score Hardening

Incident Response

Cloud-Native Security Information
and Event Management (SIEM)
Secure Web Content Filtering

Microsoft Advanced Threat
Protection

Cloud Identity and Access
Management

Shadow IT Protection
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Plan 1

Best
Effort
Response

Plan 2

2 Hour
Response

Plan 3

1 Hour
Response



March 23, 2020 Deadline Approaching!

Bottom Line:

* Appoint a CISO with power and commensurate responsibility
and accountability

 Implement a security program with policies, controls, and
standards that support the technical, administrative, and
physical safeguards required by the law

* Assess the program to see if it addresses foreseeable risks
* Train employees

» Manage cloud providers and implement contract changes to
require your security program

« Document the effectiveness of the program to avoid the now
sizable fines
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Questions?

Go to for a demo of CyMetric

Visit to learn more about managed services offerings
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https://www.iv4.com/about/leadership-team/5-michael-montagliano
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