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Caetra.io aimsto help
businesses with
data privacyand
cybersecurity policies

By BENNETT LOUDON

The Harris Beach law firm has
created a new company, separate
from the law practice, offering a
cloud-based subscription software
tool to help companies with regula-
tory compliance.

CyMetric, the first product be-
ing offered by the new company,
called Caetra.io, streamlines the
process of developing policies and
controls to comply with state and
federal laws regarding data privacy
and cybersecurity.

Until now, it could take 100
hours or more for an attorney to
consult with a client business,
evaluate the company’s data envi-
ronment, determine which privacy
and cybersecurity regulations were
relevant and write policies detail-
ing how data will be kept secure
and how the company will respond
in the event of a breach.

Instead, CyMetric takes a sub-
scribing company through a step-
by-step interface to document sys-
tems, set risk levels, establish con-
trols, identify responsible staffers,
determine which regulations apply
and create policies detailing it all.

Paul Robinson, cybersecurity
solutions advisor at GreyCastle Se-
curity, said there are a few tools on
the market that work toward a simi-
lar goal, but it’s not their main focus.

“This seems like it’s much more
pinpoint and specific to the needs
of normalizing the policies and
procedures of an organization,”
Robinson said.

But he cautioned that keeping
customer data private and protect-
ing systems against hackers isn’t
strictly a technology matter, he said.

“This isn’t the last golden key to
your compliance ... This is not soft-
ware that you install and all your
troubles go away. There’s still work
that needs to be done as far as build-
ing out policies and procedures spe-

cific to your organization and being
customized,” he said.

Jim Nelson, chief information
security officer at Innovative Solu-
tions, said he thinks CyMetric will
be a “huge help” to business.

Nelson said government regula-
tions are often subject to interpre-
tation and CyMetric can help avoid
some of that confusion.

“It’s being vetted out by a team of
lawyers whose expertise is in these
laws, so it’s a very uniform way to
implement the policies and also to
make sure that you’re covering all
of your bases,” Nelson said.

CyMetric takes the complexity
out of compliance “and distills it
down into a single set of policies,
which is kind of the art of what has
been accomplished here,” said Mi-
chael A. Compisi, who was hired
about six months ago as president
and business manager for Caetra.io.

CyMetric helps users follow the
guidelines of Federal Information
Processing Standards Publications
199 and 200 as a guide for informa-
tion system security.

“It’s a whole way of figuring out
the risk information systems pose
to the organization, and that’s what
we’re trying to automate here and
do it in a way that’s a little less pain-
ful,” said Alan Winchester, a Harris
Beach partner who came up with
the idea for CyMetric.

Users work their way through a
series of screens answering ques-
tions about their company’s systems
and the information they contain.
After establishing the types of sys-
tems in place and the risk ratings for
each and the types of content, the
user picks the laws and regulations
with which they want to comply.

“The CyMetric product is not a
law firm, so they need to know what
laws they need to comply with,”
Winchester said.

The most time-consuming and
labor-intensive aspect of the proj-
ect has been analyzing the laws
and regulations so that they can be
loaded into the software to remove
most of the stress and frustration
from the process.

Without a tool like CyMetric, a
user would have to meet with a law-
yer, or team of lawyers, who would

sift through the regulations to deter-
mine which apply and then translate
that into a policy document that
would provide an outline for the
organization showing what must be
done to comply with the rules and
regulations.

CyMetric’s main market is medi-
um to large enterprises because the
controls identified by the product
would likely be numerous and pose
a struggle for a smaller company to
implement.

Research has shown that large or-
ganizations are more open to a tool
like CyMetric because of the oper-
ational efficiencies it can provide.
Plus, larger companies don’t need
to be convinced of the advantages
of having the policies and controls
in place.

Large companies can more easily
leverage such a tool, and they usual-
ly have a team of people already in
place to be involved in the process of
doing the mapping and the informa-
tion system identification and the im-
plementation of the controls defined
by the policy created by CyMetric.

“They’re more open to this type
of tool just because it saves them a
lot of time,” Compisi said.

CyMetric leverages the knowl-
edge of Harris Beach’s staff of
attorneys who are constantly up-
dating their knowledge of the laws
and regulations that apply to their
field of law.

While every client is unique,
much of the process of developing
the required policies for clients could
be very similar, which suggests that
a computer might be able to do much
of the work more efficiently.

That led Winchester to propose
the project to the Harris Beach
management team three years ago.
After he got the go-ahead to explore
the idea and he created a working
prototype, he got the further OK to
contract out the development of the
actual software.

The company, Caetra.io, was
created as a separate entity because
Harris Beach would otherwise need
to run a conflict check for every
potential user. But as a separate
business, any number of companies
can subscribe without the need for a
conflict check.

Reprinted with permission of RBeJ. Copyright © 2019. All rights reserved.

But one of the goals of CyMetric
is definitely to attract new clients to
Harris Beach.

“Now people can get their cyber-
security program stood up in a first
draft, find the points where they’re
having trouble doing it, and then
come to us,” Winchester said.

While CyMetric only deals with
data privacy and cybersecurity
compliance, the future likely will
include new products in a broad-
er range of regulatory compliance
areas, such as the Occupational
Safety and Health Administration,
Housing and Urban Development,
U.S. Labor Department, minority
and woman-owned contractors, and
red-flagging money laundering.

A fee structure for Caetra.io has
not been released, but customers
will be charged on a per-regulation
basis. Deciding on pricing has been
difficult because there is no existing
market to form a model.

CyMetric is not patentable and
other companies could create a
similar program, but doing so
would require a large staff of legal
experts to provide the underlying
legal analysis of the rules and reg-
ulations and to stay on top of those
rules and regulations.

“It’s a lot of work and people are
going to be afraid of that,” Compisi
said.

That underlying knowledge base
is “the real product,” Compisi said.

Initially, CyMetric will be mar-
keted to financial services and
health care companies. It has been
beta tested by several companies,
including a pharmaceutical compa-
ny, a government entity, a company
that manages customer passwords,
a hospital system, and a nutraceuti-
cal company.

Another potential client pool in-
cludes companies that don’t have a
primary need to comply with data
privacy and cybersecurity regula-
tions but they might have customers
who do, and those companies often
require the companies they work
with to adhere to strict security
measures. CyMetric can help those
companies show that they meet
such standards.
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